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Substitution Cipher





A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
A A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
B B C D E F G H I J K L M N O P Q R S T U V W X Y Z A
C C D E F G H I J K L M N O P Q R S T U V W X Y Z A B
D D E F G H I J K L M N O P Q R S T U V W X Y Z A B C
E E F G H I J K L M N O P Q R S T U V W X Y Z A B C D
F F G H I J K L M N O P Q R S T U V W X Y Z A B C D E
G G H I J K L M N O P Q R S T U V W X Y Z A B C D E F
H H I J K L M N O P Q R S T U V W X Y Z A B C D E F G
I I J K L M N O P Q R S T U V W X Y Z A B C D E F G H
J J K L M N O P Q R S T U V W X Y Z A B C D E F G H I
K K L M N O P Q R S T U V W X Y Z A B C D E F G H I J
L L M N O P Q R S T U V W X Y Z A B C D E F G H I J K
M M N O P Q R S T U V W X Y Z A B C D E F G H I J K L
N N O P Q R S T U V W X Y Z A B C D E F G H I J K L M
O O P Q R S T U V W X Y Z A B C D E F G H I J K L M N
P P Q R S T U V W X Y Z A B C D E F G H I J K L M N O
Q Q R S T U V W X Y Z A B C D E F G H I J K L M N O P
R R S T U V W X Y Z A B C D E F G H I J K L M N O P Q
S S T U V W X Y Z A B C D E F G H I J K L M N O P Q R
T T U V W X Y Z A B C D E F G H I J K L M N O P Q R S
U U V W X Y Z A B C D E F G H I J K L M N O P Q R S T
V V W X Y Z A B C D E F G H I J K L M N O P Q R S T U
W W X Y Z A B C D E F G H I J K L M N O P Q R S T U V
X X Y Z A B C D E F G H I J K L M N O P Q R S T U V W
Y Y Z A B C D E F G H I J K L M N O P Q R S T U V W X
Z Z A B C D E F G H I J K L M N O P Q R S T U V W X Y



A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
A A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
B B C D E F G H I J K L M N O P Q R S T U V W X Y Z A
C C D E F G H I J K L M N O P Q R S T U V W X Y Z A B
D D E F G H I J K L M N O P Q R S T U V W X Y Z A B C
E E F G H I J K L M N O P Q R S T U V W X Y Z A B C D
F F G H I J K L M N O P Q R S T U V W X Y Z A B C D E
G G H I J K L M N O P Q R S T U V W X Y Z A B C D E F
H H I J K L M N O P Q R S T U V W X Y Z A B C D E F G
I I J K L M N O P Q R S T U V W X Y Z A B C D E F G H
J J K L M N O P Q R S T U V W X Y Z A B C D E F G H I
K K L M N O P Q R S T U V W X Y Z A B C D E F G H I J
L L M N O P Q R S T U V W X Y Z A B C D E F G H I J K
M M N O P Q R S T U V W X Y Z A B C D E F G H I J K L
N N O P Q R S T U V W X Y Z A B C D E F G H I J K L M
O O P Q R S T U V W X Y Z A B C D E F G H I J K L M N
P P Q R S T U V W X Y Z A B C D E F G H I J K L M N O
Q Q R S T U V W X Y Z A B C D E F G H I J K L M N O P
R R S T U V W X Y Z A B C D E F G H I J K L M N O P Q
S S T U V W X Y Z A B C D E F G H I J K L M N O P Q R
T T U V W X Y Z A B C D E F G H I J K L M N O P Q R S
U U V W X Y Z A B C D E F G H I J K L M N O P Q R S T
V V W X Y Z A B C D E F G H I J K L M N O P Q R S T U
W W X Y Z A B C D E F G H I J K L M N O P Q R S T U V
X X Y Z A B C D E F G H I J K L M N O P Q R S T U V W
Y Y Z A B C D E F G H I J K L M N O P Q R S T U V W X
Z Z A B C D E F G H I J K L M N O P Q R S T U V W X Y
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One-Time Pads





m: T H E B R I T I S H H A V E

19 7 4 1 17 8 19 8 18 7 7 0 21 4

k: S H E L O V E S H I M S O V

18 7 4 11 14 21 4 18 7 8 12 18 14 21

Addd : 37 14 8 12 31 29 23 26 25 15 19 18 35 25

Modd : 11 14 8 12 5 3 23 0 25 15 19 18 9 25

L O I M F D X A Z P T S J Z
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Introduction



The discussion of chapter one arise a certain weakness of
Monoalphabetic cipher, the encipherment of a letter only
involves using a small portion of the letters of key, exactly the
one letter which is substituted for it. Then we can break this
cipher system by finding small portion of the message and try
to decipher them and by using these small portions we can find
the way to decipher the overall message.
To make the system more secure, it seems desirable to
use a considerable amount of keys to encipher each
character of the message. And also it is probably helpful
to ‘spread’ the statistical structure of the ciphertext by
enciphering a number of message characters
simultaneously.



Diffusion & 
Confusion



Diffusion & Confusion.
In order to 
╸ accommodate the points of using a 

considerable amount of key 
╸ spread the statistical structure of 

ciphertext, and reduce the 
effectiveness of statistical attacks 
on ciphertext

Shannon suggests that the 
cryptographer uses two techniques 
which he calls Diffusion and 
Confusion.
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Statistical Test
for Randomness





Example 1



1110001100010001010011101111001001001001
1110001100010001010011101111001001001001
1110001100010001010011101111001001001001
1110001100010001010011101111001001001001

n=160

Example 1
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Introduction



Encrypt individual characters 
(usually binary digits) of a plaintext 
message one at a time.
Faster than block ciphers in 
hardware.
Less complex hardware circuitry.
More appropriate, and in some cases 
mandatory when buffering is limited.
Have limited or no error propagation.
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One Time Pad



One Time Pad



Stream 
Ciphers
CIPHER SYSTEMS

Fourthh ClassFourthh ClassC
Department

ss
tt offf MathematicsDepartme

College
enme

ee of
t oof MatheMent

ff Science
the
ee -

maticsemhe
-- Universityy off Baghdad 10..

Saad Al-Momen



Linear Feedback 
Shift Register (LFSR)



Linear Feedback Shift Register 

LFSR of length L consists of L
stages (or delay elements) 
numbered 0,, 1,, …, L-1, each 
capable of storing one bit
and having onee input and 
onee output; and a clock 
which controls the 
movement of data. 
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Stream Cipher 
Algorithms



Stream Cipher Algorithms

In this part, we’ll discuss 
some of stream cipher 
algorithms. We’ll explain 
those algorithms in details 
so that we can recognize 
their registers and also the 
type of connections or 
functions of connections.
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Stream Cipher 
Algorithms



4. Geffe’s Algorithm
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